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A Noninterference Modd Based on Actions for Nondete ministic Systems
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(Deparment f Camputer Science and Tedinology , Tsinghua University , Bejing 100084 China)

Abstract: A noninterference model based on actions for nondeterministic systems was developed to enforce information corr
fidentiality. With redefined noninterference relationship on system actions, information flows depend on actions of both initiators and

observers, and can be stopped by allowing actions of initiators and denying the following ones of observers. To show usability of

new noninterference relationship and model, an example multilevel security sysem was designed and a new method was provided to
excluding covert channels.
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